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Date of birth
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ÅRSMELDING FOR FOTBALLSTIFTELSEN 2019 
 
 
Virksomheten 
Fotballstiftelsen er en ideell og livssynsnøytral stiftelse. Stiftelsen har som formål å søke midler og 
yte faglig og finansiell støtte til fotballklubber i de to øverste divisjonene, som i tillegg til sin vanlige 
aktivitet, driver fotballag for mennesker med rusrelaterte utfordringer. Fotballstiftelsens gatelag er et 
lavterskeltilbud i fotball uavhengig av kjønn, etnisitet og legning. Vi har etablert en trygg og rusfri 
møteplass på dagtid hvor målet er at spillerne våre får et bedre liv med flere dager uten rus.  
 
Klubbene tilbyr fotballaktivitet på dagtid, 2-3 ganger i uken, med kvalifiserte trenere og ledelse. Gode 
rammebetingelser som stadion, bane, drakter og utstyr, måltider, integrering i klubb og felles sosiale 
aktiviteter utenom trening, er en viktig del av arbeidet. Stiftelsen består av 22 klubber som driver 
hvert sitt gatelag.  
 
Fotballstiftelsen søkte Helsedirektoratet og Arbeids- og velferdsdirektoratet om midler for drift av 
stiftelsen og lagene for 2019, og fikk innvilget henholdsvis kr 5.8 millioner fra NAV og  
kr 13,5 millioner fra Helsedirektoratet. 
 
Samarbeidet mellom klubbene og stiftelsen, hvor klubbavtalen står sentralt, er førende som en 
gjensidig forpliktelse. Det samme gjelder klubbenes rapportering til Fotballstiftelsen og stiftelsens 
rapportering til det offentlige.  
 
Aktivitet  
Fotballstiftelsen har videreutviklet seriespill for Østlandet, og klubbene på Vest- og Sørlandet har 
organisert regionale miniturneringer. Gatelagene gjennomfører også egne vennskapsturneringer og 
kamper i nærmiljøet. 
 
Fotballstiftelsen er ansvarlig for to store nasjonale turneringer i løpet av året i samarbeid med 
klubbene, som i år var Hamarkameratene (HamKam) og Fredrikstad Fotballklubb. Om lag 300 spillere, 
trenere og lagledere deltok, sammen med flere titalls frivillige som bistod under turneringene. 
Klubbene melder om god aktivitet og godt oppmøte. I 2019 har det vært økt fokuks på rekruttering 
av nye spillere gjennom oppsøkende arbeid på ulike arenaer for målgruppen.  
 
Våre trenere og ressurspersoner rundt gatelagene har flere roller overfor spillerne som trenere, 
omsorgs- og støttepersoner og veivisere. Klubbene samhandler med kommunale tjenester, NAV og 
øvrige rustjenester, som bistår lagene på ulike måter. 
 
Lokalt har media vært aktive til å følge med å skrive om klubbenes gatelag gjennom året. Nasjonale 
medier har også dekket våre aktiviteter, hvor kampen mellom Regjeringen og Fredrikstads gatelag på 
Ullevaal stadion den 8. august fikk særlig oppmerksomhet. Kampen kom etter invitasjon fra 
Regjeringen som en anerkjennelse av spillernes og rusavhengiges daglige kamp mot rus. 
 



Fra 2018-2019 har vi økt fra 19 til 22 gatelag. Vi bistår også lag på lavere nivå som tar kontakt og 
ønsker råd om drift av gatelag i sitt nærmiljø. Fotballstiftelsen med sine gatelag aktiviserer over 300 
spillere og over 150 frivillige ukentlig, som utgjør om lag 8000 frivillighetstimer i året. Over 600 
spillere har vært innom gatelagene i løpet av året.  Vi produserer minst 4000 rusfrie timer hver uke. 
De gode resultatene våre er også bekreftet gjennom studien fra Universitetet i Sørøst-Norge 
(publisert i februar 2019), som viser at å kombinere fotball med ettervern for personer som opplever 
rusproblemer er et sosialt nybrottsarbeid som fungerer.  Lenke til 
forskningsrapport: https://brage.bibsys.no/xmlui/handle/11250/2583692 og delrapport om 
recovery: https://brage.bibsys.no/xmlui/handle/11250/2579393 
 
Det er i 2019 gjennomført klubbesøk til samtlige klubber, og det registreres et godt sportslig opplegg 
og miljø i lagene hvor glede, samhold og mestring står sentralt. Brukermedvirkning og samarbeid 
med kommunale tjenester blir også vektlagt. 
 
Arbeidstrening 
Flere spillerne som har holdt seg rusfrie over tid og som møter stabilt på trening og kamper, har 
ønske om videre utvikling og å finne veien ut i arbeid eller utdanning. I 2015 startet vi opp 
arbeidstrening og flere klubber tilbyr arbeidsrettet oppfølging av spillere som ønsker det.  I denne 
prosessen vektlegges det å bygge relasjoner og ha fokus på bevisstgjøring, ressurser og mestring.  
Klubbene spiller på egne sponsornettverk og samarbeidspartnere for å få spillere ut i arbeid, og 
arbeidstreningen starter ofte i klubben. Det samarbeides også med NAV og rusomsorgen i oppfølging 
av den enkelte.  Bare i 2019 fikk vi 38 spillerne helt eller delvis ut i lønnet arbeid, 14 har begynt på 
skole og 33 har i dag arbeidstrening hos klubb eller en samarbeidspartner. Målet er å lykkes med alle 
spillerne våre som ønsker å ta steget ut av rusmiddelavhengigheten og tilbake i arbeidslivet eller 
utdanning. 
 
Styret 
Pr. 31.12.2019 besto styret av følgende personer:  
Morten Skauge, styreleder 
Finn Arctander, nestleder 
Hanna Kjærnet, styremedlem 
Rune Klemetsdal, styremedlem 
Ole Tobias Mehn-Andersen, styremedlem 
Jon Storaas, styremedlem 
Leif Øverland, styremedlem 
 
Fra 1.3.2019 overtok Morten Skauge som styreleder og Finn Arctander som nestleder. Marianne 
Smith Mageli fratrådte som styreleder 28.02.2019, mens Jon Storaas ble gjenvalgt som styremedlem 
for en ny periode. 
 
Styrets arbeid 
Styret har i 2019 avholdt 6 styremøter og en heldags strategisamling. 79 saker har blitt 
styrebehandlet. Stiftelsen  har i 2019 hatt HCA revisjon og rådgivning som revisor. 
 
Administrasjon 
Stiftelsen har to medarbeidere i full stilling, Selim Emeci i rollen som utviklingssjef og Hedda Bie som 
daglig leder.  
 
 
 



 
Nye klubber 
Fotballstiftelsen hadde som mål å etablere  3-5 nye klubber i 2019. Målet ble nådd ved at vi tok opp 
følgende klubber: Molde fotballklubb, Idrettslaget Sandviken og Kristiansund ballklubb. Det er nå 22 
gatelag i Fotballstiftelsen. 
 
Samarbeidspartnere/prosjekter 
Orkla har vært en god støttespiller gjennom året, med deltakelse og leveranse av mat til større 
gatelagsarrangementer som våre nasjonale turneringer.  
Fotballstiftelsen har fått innvilget midler fra Gjensidigestiftelsen til prosjekt «Gatelagene redder liv» 
på kr 700.000. Førstehjelpsprosjektet startet opp i 2019, og midlene dekker aktivitet også i 2020.   
Vi har også søkt/fått innvilget kr 350 000 fra Sparebankstiftelsen DNB til kjøp av fotballutstyr til alle 
våre spillere .  Sparebankstiftelsen DNB har også innvilget kr 1 million til rektrutteringssatsing for å få 
flere spillere med på eksisterende gatelag og å etbalere nye lag.  
Barne-, ungdoms- og familiedirektoratet har tildelt kr 650 000 til aktiviteter som involverer barn og 
familie av gatelagsspillere.  
Rotary har også bidratt med midler til utstyr til spillerne . 
Vi har også hatt et  samarbeid med Unisport hvor stiftelsen vil motta midler ved deres salg av 
kunstgress.  
   
Vi har søkt om momskompensasjon og fikk tilbake kr 285 781 fra Lotteri-/stiftelsestilsynet. Et 
frivillighetsregnskap ligger til grunn som en viktig forutsetning.  
  
Utsikter  
Vi har gjennomført en strategiprosess i 2019 som har gitt følgende føringer for virksomheten i 2020. 
Fotballstiftelsen skal:   

- Være pådriver for utvikling av samarbeid og samhandling med offentlige myndigheter 
- Utvikle og etablere et attraktivt konsept for å øke tilskudd fra det privat næringslivet 
- Etablere modell og verktøykasse for etablering og drift av Gatelag  
- Utvikle merkevareplattform og implementere kommunikasjon om stiftelsen totalt og 

tilpasset interessentgrupper 
- Etablere gode målinger som dokumenterer effekten og ringvirkningene av arbeidet som 

gjøres 
 
Vi skal arbeide for en kontrollert vekst i antall klubber og spillere.  
 
Økonomisk forutsigbarhet 
I løpet av året er det jobbet med muligheter for å bedre den økonomiske forutsigbarheten, hvor 
målet er å komme på Statsbudsjettet for 2021. Vi har gjennomført seminar på Stortinget 
(02.04.2019) for å dele informasjon om vårt arbeid og resultater, vi har hatt besøk av Helse- og 
omsorgsministeren i forbindelse med åpningen av Østlandsserien (25.03.2019), mens Arbeids- og 
sosialministeren gjestet Nasjonal turnering på Hamar (11.06.2019).  Vi er offensive i våre mål og 
planer og jobber med å styrke produktet vårt og utvikle nye prosjekter.  
 
Resultatregnskap 
Fotballstiftelsen har et driftsresultat i 2019 på  kr 469 620.  Fotballstiftelsens prosjekter «Gatelagene 
redder liv» finansiert av Gjensidigestiftelsen og «Rekruttsatsing» Sparebankstiftelsen DNB 
videreføres i 2020 med midler utbetalt i 2019, overførte midler er henholdsvis kr 433 274 og kr 750 
000. Det er avsatt kr 110 000 i årsregnskapet for styrehonorar som betales etterskuddsvis. Stiftelsens 
egenkapital per 31.12.19 er kr 1 156 544 og Stiftelsens eiendeler per 31.12.19 er kr 3 083 417. 
 



Arbeidet med å få en mer langsiktig og forutsigbar finansiering av Fotballstiftelsen og lagene 
fortsetter i 2020.  
 
Grunnlaget for fortsatt drift ansees for å være tilstede, og årsregnskapet for 2019 er satt opp under 
denne forutsetning.  
 
Ytre miljø 
Forballstiftelsens virksomhet forurenser ikke det ytre miljø. 
 

Fotballstiftelsens verdier: Modig, Respekt, Felleskap og Glede! 
Målet er å skape et bedre liv med flere dager uten rus. 

 
 
 
 
 
 
Oslo, ……. mars 2020 
 
 
 
 
Morten Skauge                Finn Arctander           Ole Tobias Mehn-Andersen             
Styrets leder                                  Styrets nestleder                                   Styremedlem 
 
 
 
 
Hanna Kjærnet                              Rune Klemetsdal                                  Leif Øverland                                         
Styremedlem                                 Styremedlem                                        Styremedlem 
 
 
 
 
Jon Storaas                                       Hedda Bie 
Styremedlem                                   Daglig leder 
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           Id-event: Norwegian BankID Mobile Session Created
           2020-07-04T19:09:27Z
           
             "90579018"
             "190447"
             "v31jN0cDwZtvU5yD8CpXIYapQTA="
             "PUSSIG SMILEY"
             46.230.142.129
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2020-07-04T19:09:27Z
           
             "90579018"
             "190447"
             "v31jN0cDwZtvU5yD8CpXIYapQTA="
             "PUSSIG SMILEY"
             46.230.142.129
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2020-07-04T19:09:49Z
           
             "9578-5993-4-2884673"
             46.230.142.129
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15
          
        
         
           eaccept-sign-success
           2020-07-04T19:09:51.7359918Z
           
             User has successfully used eaccept to sign the document
             identification
             ae976e30b8754a2facbcabee013ba1ae
             NoBankidMobile
             9578-5993-4-2884673
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             46.230.142.129
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15
          
        
      
    
     
       
         
           Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
           Android 10
           46.46.198.226
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.147.241.120
           RD281878947FDE
        
      
       
       
         
           document-created
           2020-07-02T14:00:35.5218415Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.74.46.156
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2020-07-03T14:15:40.8902665Z
           
             User clicked link sent in Email to: hanna.kjaernet@fotball.no
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
             46.46.198.226
             bcd2ca4c-f0f8-4b15-95ea-abec00e6e022
             identification
             off
          
        
         
           read-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
           2020-07-03T14:15:42.026686Z
           
             NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=
             FS - Årsmelding 2019 - endelig
             a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
             ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266
             User viewed document in pdfViewer
             46.46.198.226
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
         
           init-eaccept-auth
           2020-07-03T14:15:53.7483806Z
           
             User has to accept/sign the document with specified authentication methods
             NO_BANKID_MOBILE
             b668785064244a4294c6abed00eb1420
             46.46.198.226
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
         
           Id-event: Session Created
           2020-07-03T14:15:53Z
           
             "13.74.46.156"
             "https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75"
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
         
           Id-event: User Initiated
           2020-07-03T14:15:54Z
           
             "46.46.198.226"
             "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36"
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2020-07-03T14:16:10Z
           
             "99411955"
             "150967"
             "IIOKL10fqKvjwAyB7YE3cd0sVEM="
             "BRA RYTME"
             46.46.198.226
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2020-07-03T14:16:10Z
           
             "99411955"
             "150967"
             "IIOKL10fqKvjwAyB7YE3cd0sVEM="
             "BRA RYTME"
             46.46.198.226
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2020-07-03T14:16:22Z
           
             "9578-5997-4-1476165"
             46.46.198.226
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
         
           eaccept-sign-success
           2020-07-03T14:16:26.2546132Z
           
             User has successfully used eaccept to sign the document
             identification
             b668785064244a4294c6abed00eb1420
             NoBankidMobile
             9578-5997-4-1476165
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             46.46.198.226
             Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36
          
        
      
    
     
       
         
           Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
           iOS 13.5.1
           89.8.74.194
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.86.133
           RD281878948FA5
        
      
       
       
         
           document-created
           2020-07-02T14:00:35.5218415Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.74.46.156
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2020-07-05T12:00:04.0978935Z
           
             User clicked link sent in Email to: otma92@gmail.com
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
             89.8.74.194
             2c2b2715-af0c-47c7-b3c0-abec00e6e022
             identification
             off
          
        
         
           read-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
           2020-07-05T12:00:05.2436526Z
           
             NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=
             FS - Årsmelding 2019 - endelig
             a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
             ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266
             User viewed document in pdfViewer
             89.8.74.194
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
         
           init-eaccept-auth
           2020-07-05T12:00:09.8742755Z
           
             User has to accept/sign the document with specified authentication methods
             NO_BANKID_MOBILE
             85c4ec944b6946f2bdfeabef00c5cc8c
             89.8.74.194
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Session Created
           2020-07-05T12:00:09Z
           
             "13.74.46.156"
             "https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75"
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: User Initiated
           2020-07-05T12:00:11Z
           
             "89.8.74.194"
             "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1"
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2020-07-05T12:00:17Z
           
             "93060820"
             "160392"
             "8JElQMoGC6nVoH8ALnMl2ddVIvE="
             "SIRLIG SUPPE"
             89.8.74.194
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2020-07-05T12:00:17Z
           
             "93060820"
             "160392"
             "8JElQMoGC6nVoH8ALnMl2ddVIvE="
             "SIRLIG SUPPE"
             89.8.74.194
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2020-07-05T12:00:34Z
           
             "9578-5993-4-2439758"
             89.8.74.194
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-sign-success
           2020-07-05T12:00:35.3826558Z
           
             User has successfully used eaccept to sign the document
             identification
             85c4ec944b6946f2bdfeabef00c5cc8c
             NoBankidMobile
             9578-5993-4-2439758
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             89.8.74.194
             Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1
          
        
      
    
     
       
         
           Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
           Windows 10
           62.16.241.126
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.147.241.120
           RD281878947FDE
        
      
       
       
         
           document-created
           2020-07-02T14:00:35.5218415Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.74.46.156
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2020-07-02T14:32:50.1936678Z
           
             User clicked link sent in Email to: jon.storaas@gmail.com
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
             62.16.241.126
             b0c2e1f0-86a8-4886-9ded-abec00e6e022
             identification
             off
          
        
         
           download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
           2020-07-02T14:32:51.2740933Z
           
             NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=
             FS - Årsmelding 2019 - endelig
             a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
             User downloaded document
             62.16.241.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
         
           init-eaccept-auth
           2020-07-02T14:33:03.9623576Z
           
             User has to accept/sign the document with specified authentication methods
             NO_BANKID_WEB
             89b66e75d2bc49f5bf7aabec00efcb4b
             62.16.241.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
         
           Id-event: Session Created
           2020-07-02T14:33:03Z
           
             "13.74.46.156"
             "https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75"
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
         
           Id-event: User Initiated
           2020-07-02T14:33:05Z
           
             "62.16.241.126"
             "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0"
          
        
         
           Id-event: Norwegian BankID Session Created
           2020-07-02T14:33:05Z
           
             "yaF4Z5Y9HBkr28oF"
             "EKrxd9rXGEdw8uuzO4q28VvJcJcG"
             62.16.241.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
         
           Id-event: Norwegian BankID Initiated
           2020-07-02T14:33:08Z
           
             62.16.241.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
         
           Id-event: Norwegian BankID Success
           2020-07-02T14:33:46Z
           
             "9578-5999-4-1918657"
             62.16.241.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
         
           eaccept-sign-success
           2020-07-02T14:33:46.5331119Z
           
             User has successfully used eaccept to sign the document
             identification
             89b66e75d2bc49f5bf7aabec00efcb4b
             NoBankidNetcentric
             9578-5999-4-1918657
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             62.16.241.126
             Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0
          
        
      
    
     
       
         
           Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
           Windows 10
           195.159.231.12
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.86.133
           RD281878948FA5
        
      
       
       
         
           document-created
           2020-07-02T14:00:35.5218415Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.74.46.156
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2020-07-02T14:28:45.9815625Z
           
             User clicked link sent in Email to: rune@askerfotball.no
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
             195.159.231.12
             10772f34-f616-4a1c-849c-abec00e6e022
             identification
             off
          
        
         
           download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
           2020-07-02T14:28:46.7356287Z
           
             NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=
             FS - Årsmelding 2019 - endelig
             a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
             User downloaded document
             195.159.231.12
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
         
           init-eaccept-auth
           2020-07-02T14:28:57.74902Z
           
             User has to accept/sign the document with specified authentication methods
             NO_BANKID_WEB
             9f791c7f2cd3418ca0b2abec00eeaa16
             195.159.231.12
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
         
           Id-event: Session Created
           2020-07-02T14:28:57Z
           
             "13.74.46.156"
             "https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75"
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
         
           Id-event: User Initiated
           2020-07-02T14:28:58Z
           
             "195.159.231.12"
             "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56"
          
        
         
           Id-event: Norwegian BankID Session Created
           2020-07-02T14:28:59Z
           
             "yskdwMkActG0cAJQ"
             "uDVHCrFADgPm7kSgaBzgKZhgbKKX"
             195.159.231.12
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
         
           Id-event: Norwegian BankID Initiated
           2020-07-02T14:29:00Z
           
             195.159.231.12
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
         
           Id-event: Norwegian BankID Success
           2020-07-02T14:29:16Z
           
             "9578-5999-4-1815460"
             195.159.231.12
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
         
           eaccept-sign-success
           2020-07-02T14:29:17.144662Z
           
             User has successfully used eaccept to sign the document
             identification
             9f791c7f2cd3418ca0b2abec00eeaa16
             NoBankidNetcentric
             9578-5999-4-1815460
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             195.159.231.12
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56
          
        
      
    
     
       
         
           Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
           Windows 10
           84.211.219.19
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.147.241.120
           RD281878947FDE
        
      
       
       
         
           document-created
           2020-07-02T14:00:35.5218415Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.74.46.156
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2020-07-06T08:12:12.9327002Z
           
             User clicked link sent in Email to: hedda.bie@fotballstiftelsen.no
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
             84.211.219.19
             611ee675-785e-4bd0-808d-abec00e6e022
             identification
             off
          
        
         
           download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
           2020-07-06T08:12:13.3554356Z
           
             NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=
             FS - Årsmelding 2019 - endelig
             a17f1dbf-f19a-4c85-ac2d-abec00e6dff7
             User downloaded document
             84.211.219.19
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
         
           init-eaccept-auth
           2020-07-06T08:12:23.6229189Z
           
             User has to accept/sign the document with specified authentication methods
             NO_BANKID_WEB
             baabec3bcab54594a2e6abf000873d66
             84.211.219.19
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
         
           Id-event: Session Created
           2020-07-06T08:12:23Z
           
             "13.74.46.156"
             "https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75"
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
         
           Id-event: User Initiated
           2020-07-06T08:12:24Z
           
             "84.211.219.19"
             "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362"
          
        
         
           Id-event: Norwegian BankID Session Created
           2020-07-06T08:12:25Z
           
             "y4OBnDVvj3u3oT8d"
             "2cWZ12UAdrIXVk0xxHJe3GPoZmNb"
             84.211.219.19
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
         
           Id-event: Norwegian BankID Initiated
           2020-07-06T08:12:28Z
           
             84.211.219.19
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
         
           Id-event: Norwegian BankID Success
           2020-07-06T08:13:08Z
           
             "9578-5995-4-524235"
             84.211.219.19
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
         
           eaccept-sign-success
           2020-07-06T08:13:09.2075374Z
           
             User has successfully used eaccept to sign the document
             identification
             baabec3bcab54594a2e6abf000873d66
             NoBankidNetcentric
             9578-5995-4-524235
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             84.211.219.19
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362
          
        
      
    
  



[

  {

    "SignerId": "1bf3855a-8d5b-4e8a-a5ed-abec00e6e022",

    "SignerName": "Skauge, Morten",

    "DateOfBirth": "1974-07-02",

    "EacceptMethodUniqueId": "9578-5999-4-921923",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-06T11:19:27.7445746Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

            "OS": "Windows 10",

            "IP": "51.175.136.88",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.147.241.120",

            "NET_VERSION": null,

            "MachineName": "RD281878947FDE"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-06T11:18:05.3483194Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: morten.skauge@virke.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              },

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "1bf3855a-8d5b-4e8a-a5ed-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-06T11:18:07.3077203Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-06T11:18:55.7976867Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_WEB",

                "key": "authentication-method"

              },

              {

                "value": "6c1c98741cda48de9ea1abf000ba793a",

                "key": "authentication-session-id"

              },

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-06T11:18:55Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-06T11:18:56Z",

            "Data": [

              {

                "value": "\"51.175.136.88\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2020-07-06T11:18:57Z",

            "Data": [

              {

                "value": "\"Vrrqah75NzyWIkkt\"",

                "key": "clientId"

              },

              {

                "value": "\"NEemoQ2k2stBsFggA5D1n1iWrl8T\"",

                "key": "traceId"

              },

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2020-07-06T11:19:00Z",

            "Data": [

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2020-07-06T11:19:26Z",

            "Data": [

              {

                "value": "\"9578-5999-4-921923\"",

                "key": "providerId"

              },

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-06T11:19:27.7319659Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "6c1c98741cda48de9ea1abf000ba793a",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-921923",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "51.175.136.88",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "fa9aa71c-473f-47c4-9f5b-abec00e6e022",

    "SignerName": "Øverland, Leif Johan",

    "DateOfBirth": "1958-01-13",

    "EacceptMethodUniqueId": "9578-5995-4-278319",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-03T06:29:15.5822145Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

            "OS": "Windows 10",

            "IP": "62.92.100.188",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.147.241.120",

            "NET_VERSION": null,

            "MachineName": "RD281878947FDE"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-03T06:28:28.6778322Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: leif@toppfotball.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "fa9aa71c-473f-47c4-9f5b-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-03T06:28:29.1957345Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-03T06:28:34.1485771Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_MOBILE",

                "key": "authentication-method"

              },

              {

                "value": "2492f67439644a109dffabed006ab93a",

                "key": "authentication-session-id"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-03T06:28:34Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-03T06:28:35Z",

            "Data": [

              {

                "value": "\"62.92.100.188\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2020-07-03T06:28:48Z",

            "Data": [

              {

                "value": "\"41536460\"",

                "key": "mobile"

              },

              {

                "value": "\"130158\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"QmD3jz+i7Xatp7qydHHN6YTGpC0=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"KJIP GLIPP\"",

                "key": "merchantRef"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2020-07-03T06:28:48Z",

            "Data": [

              {

                "value": "\"41536460\"",

                "key": "mobile"

              },

              {

                "value": "\"130158\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"QmD3jz+i7Xatp7qydHHN6YTGpC0=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"KJIP GLIPP\"",

                "key": "merchantRef"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2020-07-03T06:29:13Z",

            "Data": [

              {

                "value": "\"9578-5995-4-278319\"",

                "key": "providerId"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-03T06:29:15.5737543Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "2492f67439644a109dffabed006ab93a",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5995-4-278319",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "62.92.100.188",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "30beded2-afe0-4eac-85dc-abec00e6e022",

    "SignerName": "Arctander, Finn",

    "DateOfBirth": "1947-04-19",

    "EacceptMethodUniqueId": "9578-5993-4-2884673",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-04T19:09:51.747769Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

            "OS": "Mac OS X 10.15.5",

            "IP": "46.230.142.129",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.133",

            "NET_VERSION": null,

            "MachineName": "RD281878948FA5"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-04T19:08:59.8341139Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: finn@goderaad.org",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "30beded2-afe0-4eac-85dc-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-04T19:09:00.6934795Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-04T19:09:10.7835342Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_MOBILE",

                "key": "authentication-method"

              },

              {

                "value": "ae976e30b8754a2facbcabee013ba1ae",

                "key": "authentication-session-id"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-04T19:09:10Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-04T19:09:11Z",

            "Data": [

              {

                "value": "\"46.230.142.129\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2020-07-04T19:09:27Z",

            "Data": [

              {

                "value": "\"90579018\"",

                "key": "mobile"

              },

              {

                "value": "\"190447\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"v31jN0cDwZtvU5yD8CpXIYapQTA=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"PUSSIG SMILEY\"",

                "key": "merchantRef"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2020-07-04T19:09:27Z",

            "Data": [

              {

                "value": "\"90579018\"",

                "key": "mobile"

              },

              {

                "value": "\"190447\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"v31jN0cDwZtvU5yD8CpXIYapQTA=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"PUSSIG SMILEY\"",

                "key": "merchantRef"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2020-07-04T19:09:49Z",

            "Data": [

              {

                "value": "\"9578-5993-4-2884673\"",

                "key": "providerId"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-04T19:09:51.7359918Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "ae976e30b8754a2facbcabee013ba1ae",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5993-4-2884673",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "46.230.142.129",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "bcd2ca4c-f0f8-4b15-95ea-abec00e6e022",

    "SignerName": "Kjærnet, Hanna",

    "DateOfBirth": "1967-09-15",

    "EacceptMethodUniqueId": "9578-5997-4-1476165",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-03T14:16:26.2654445Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

            "OS": "Android 10",

            "IP": "46.46.198.226",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.147.241.120",

            "NET_VERSION": null,

            "MachineName": "RD281878947FDE"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-03T14:15:40.8902665Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: hanna.kjaernet@fotball.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "bcd2ca4c-f0f8-4b15-95ea-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-03T14:15:42.026686Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-03T14:15:53.7483806Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_MOBILE",

                "key": "authentication-method"

              },

              {

                "value": "b668785064244a4294c6abed00eb1420",

                "key": "authentication-session-id"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-03T14:15:53Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-03T14:15:54Z",

            "Data": [

              {

                "value": "\"46.46.198.226\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2020-07-03T14:16:10Z",

            "Data": [

              {

                "value": "\"99411955\"",

                "key": "mobile"

              },

              {

                "value": "\"150967\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"IIOKL10fqKvjwAyB7YE3cd0sVEM=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"BRA RYTME\"",

                "key": "merchantRef"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2020-07-03T14:16:10Z",

            "Data": [

              {

                "value": "\"99411955\"",

                "key": "mobile"

              },

              {

                "value": "\"150967\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"IIOKL10fqKvjwAyB7YE3cd0sVEM=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"BRA RYTME\"",

                "key": "merchantRef"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2020-07-03T14:16:22Z",

            "Data": [

              {

                "value": "\"9578-5997-4-1476165\"",

                "key": "providerId"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-03T14:16:26.2546132Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "b668785064244a4294c6abed00eb1420",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-1476165",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "46.46.198.226",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 10; SAMSUNG SM-G965F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/12.0 Chrome/79.0.3945.136 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "2c2b2715-af0c-47c7-b3c0-abec00e6e022",

    "SignerName": "Mehn-Andersen, Ole Tobias",

    "DateOfBirth": "1992-03-16",

    "EacceptMethodUniqueId": "9578-5993-4-2439758",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-05T12:00:35.3894741Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

            "OS": "iOS 13.5.1",

            "IP": "89.8.74.194",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.133",

            "NET_VERSION": null,

            "MachineName": "RD281878948FA5"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-05T12:00:04.0978935Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: otma92@gmail.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "2c2b2715-af0c-47c7-b3c0-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-05T12:00:05.2436526Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-05T12:00:09.8742755Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_MOBILE",

                "key": "authentication-method"

              },

              {

                "value": "85c4ec944b6946f2bdfeabef00c5cc8c",

                "key": "authentication-session-id"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-05T12:00:09Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-05T12:00:11Z",

            "Data": [

              {

                "value": "\"89.8.74.194\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2020-07-05T12:00:17Z",

            "Data": [

              {

                "value": "\"93060820\"",

                "key": "mobile"

              },

              {

                "value": "\"160392\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"8JElQMoGC6nVoH8ALnMl2ddVIvE=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"SIRLIG SUPPE\"",

                "key": "merchantRef"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2020-07-05T12:00:17Z",

            "Data": [

              {

                "value": "\"93060820\"",

                "key": "mobile"

              },

              {

                "value": "\"160392\"",

                "key": "dateOfBirth"

              },

              {

                "value": "\"8JElQMoGC6nVoH8ALnMl2ddVIvE=\"",

                "key": "transactionRef"

              },

              {

                "value": "\"SIRLIG SUPPE\"",

                "key": "merchantRef"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2020-07-05T12:00:34Z",

            "Data": [

              {

                "value": "\"9578-5993-4-2439758\"",

                "key": "providerId"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-05T12:00:35.3826558Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "85c4ec944b6946f2bdfeabef00c5cc8c",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5993-4-2439758",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "89.8.74.194",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 13_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.1.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "b0c2e1f0-86a8-4886-9ded-abec00e6e022",

    "SignerName": "Storaas, Jon",

    "DateOfBirth": "1957-02-04",

    "EacceptMethodUniqueId": "9578-5999-4-1918657",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-02T14:33:46.5470724Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

            "OS": "Windows 10",

            "IP": "62.16.241.126",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.147.241.120",

            "NET_VERSION": null,

            "MachineName": "RD281878947FDE"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-02T14:32:50.1936678Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: jon.storaas@gmail.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              },

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "b0c2e1f0-86a8-4886-9ded-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-02T14:32:51.2740933Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-02T14:33:03.9623576Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_WEB",

                "key": "authentication-method"

              },

              {

                "value": "89b66e75d2bc49f5bf7aabec00efcb4b",

                "key": "authentication-session-id"

              },

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-02T14:33:03Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-02T14:33:05Z",

            "Data": [

              {

                "value": "\"62.16.241.126\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2020-07-02T14:33:05Z",

            "Data": [

              {

                "value": "\"yaF4Z5Y9HBkr28oF\"",

                "key": "clientId"

              },

              {

                "value": "\"EKrxd9rXGEdw8uuzO4q28VvJcJcG\"",

                "key": "traceId"

              },

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2020-07-02T14:33:08Z",

            "Data": [

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2020-07-02T14:33:46Z",

            "Data": [

              {

                "value": "\"9578-5999-4-1918657\"",

                "key": "providerId"

              },

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-02T14:33:46.5331119Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "89b66e75d2bc49f5bf7aabec00efcb4b",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1918657",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "62.16.241.126",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.0) Gecko/20100101 Firefox/77.0",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "10772f34-f616-4a1c-849c-abec00e6e022",

    "SignerName": "Klemetsdal, Rune",

    "DateOfBirth": "1960-03-13",

    "EacceptMethodUniqueId": "9578-5999-4-1815460",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-02T14:29:17.164237Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

            "OS": "Windows 10",

            "IP": "195.159.231.12",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.133",

            "NET_VERSION": null,

            "MachineName": "RD281878948FA5"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-02T14:28:45.9815625Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: rune@askerfotball.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              },

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "10772f34-f616-4a1c-849c-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-02T14:28:46.7356287Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-02T14:28:57.74902Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_WEB",

                "key": "authentication-method"

              },

              {

                "value": "9f791c7f2cd3418ca0b2abec00eeaa16",

                "key": "authentication-session-id"

              },

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-02T14:28:57Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-02T14:28:58Z",

            "Data": [

              {

                "value": "\"195.159.231.12\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2020-07-02T14:28:59Z",

            "Data": [

              {

                "value": "\"yskdwMkActG0cAJQ\"",

                "key": "clientId"

              },

              {

                "value": "\"uDVHCrFADgPm7kSgaBzgKZhgbKKX\"",

                "key": "traceId"

              },

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2020-07-02T14:29:00Z",

            "Data": [

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2020-07-02T14:29:16Z",

            "Data": [

              {

                "value": "\"9578-5999-4-1815460\"",

                "key": "providerId"

              },

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-02T14:29:17.144662Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "9f791c7f2cd3418ca0b2abec00eeaa16",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1815460",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "195.159.231.12",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.56",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  },

  {

    "SignerId": "611ee675-785e-4bd0-808d-abec00e6e022",

    "SignerName": "Bie, Hedvig",

    "DateOfBirth": "1975-07-11",

    "EacceptMethodUniqueId": "9578-5995-4-524235",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "IsHandwrittenOnly": false,

    "SignedTime": "2020-07-06T08:13:09.217786Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

            "OS": "Windows 10",

            "IP": "84.211.219.19",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.147.241.120",

            "NET_VERSION": null,

            "MachineName": "RD281878947FDE"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2020-07-02T14:00:35.5218415Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.74.46.156",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2020-07-06T08:12:12.9327002Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: hedda.bie@fotballstiftelsen.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              },

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "611ee675-785e-4bd0-808d-abec00e6e022",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

            "TimeStamp": "2020-07-06T08:12:13.3554356Z",

            "Data": [

              {

                "value": "NLF8xYRLJaUyPDB7kPz/XKEUm3b3bhZV1nJxolW+RPs=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "FS - Årsmelding 2019 - endelig",

                "key": "document-title"

              },

              {

                "value": "a17f1dbf-f19a-4c85-ac2d-abec00e6dff7",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2020-07-06T08:12:23.6229189Z",

            "Data": [

              {

                "value": "User has to accept/sign the document with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NO_BANKID_WEB",

                "key": "authentication-method"

              },

              {

                "value": "baabec3bcab54594a2e6abf000873d66",

                "key": "authentication-session-id"

              },

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2020-07-06T08:12:23Z",

            "Data": [

              {

                "value": "\"13.74.46.156\"",

                "key": "ipAddress"

              },

              {

                "value": "\"https://idfy-id-v2.azurewebsites.net/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75\"",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2020-07-06T08:12:24Z",

            "Data": [

              {

                "value": "\"84.211.219.19\"",

                "key": "ipAddress"

              },

              {

                "value": "\"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362\"",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2020-07-06T08:12:25Z",

            "Data": [

              {

                "value": "\"y4OBnDVvj3u3oT8d\"",

                "key": "clientId"

              },

              {

                "value": "\"2cWZ12UAdrIXVk0xxHJe3GPoZmNb\"",

                "key": "traceId"

              },

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2020-07-06T08:12:28Z",

            "Data": [

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2020-07-06T08:13:08Z",

            "Data": [

              {

                "value": "\"9578-5995-4-524235\"",

                "key": "providerId"

              },

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2020-07-06T08:13:09.2075374Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "baabec3bcab54594a2e6abf000873d66",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5995-4-524235",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "84.211.219.19",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18362",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": null,

    "EidLogo": null

  }
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